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Lower costs, happier customers, and faster authentication are just a few of 
the benefits of voice biometrics authentication that over 150 enterprises have 
discovered after successful deployments.

Best Practices for Voice Biometrics in the Enterprise:
Simple Secure Authentication across Mobile, IVR, and Contact Centers



Best Practices for Voice Biometrics in the Enterprise:

Table of Contents

3

»

Introduction: Learnings from Hundreds of Implementations .    .    .    .    .    .    .    .    .    .     4

 .    .    .    .    .    .    .    .    .    .    .    .    .    .    .    .    .     4
Allow Sufficient Time for Tuning.   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .5
Choose Proper Performance Metrics and Achievable Goals .   .   .   .   .   .   .   .   .   .   6
Better Yet, Work Toward Measurable Business Outcomes   .   .   .   .   .   .   .   .   .   .    6

Successful Enrollments At Large Scale    .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   6
Pilot if Necessary, but Keep it Short Sweet and Relevant .   .   .   .   .   .   .   .   .   .   .    7
Choose an Appropriate and Effective Passphrase .   .   .   .   .   .   .   .   .   .   .   .   .   .7

Promotion, Education and Market Conditioning .   .   .   .   .   .   .   .   .   .   .   .   .   .   8
Establish a Communications and Education Strategy .    .    .    .    .    .    .    .    .    .    .    .    8
“Opt Out, But Value the Customer’s Time and Convenience”   .   .   .   .   .   .   .   .   .   8
Supporting Media to Managing Customer Expectations  .    .    .    .    .    .    .    .    .    .    .    9
Establishing Ground Truth   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   9

“Passive Enrollment” is Different, And Growing in Popularity .   .   .   .   .   .   .   .   .   . 10
Capturing 40 Seconds of Speech  .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .  10
Obtaining “Informed Consent”  .    .    .    .    .    .    .    .    .    .    .    .    .    .    .    .    .    .    .  10

A Checklist for the Future: Keep it Simple, But Risk Aware  .   .   .   .   .   .   .   .   .   .  10
Mix Voice with Other Factors, Including Other Biometrics   .   .   .   .   .   .   .   .   .   .  11
Next Up: A Move to The Cloud .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .  11
Finally, Accommodating a “Mobile-First” Strategy .   .   .   .   .   .   .   .   .   .   .   .   .  12



13

About Opus Research

  www.opusresearch.net

For sales inquires please e-mail info@opusresearch.net or call +1 (415) 904-7666.
This report shall be used solely for internal information purposes. Reproduction of this report without prior written permission is 
forbidden. Access to this report is limited to the license terms agreed to originally and any changes must be agreed upon in writing. 
The information contained herein has been obtained from sources believe to be reliable. However, Opus Research, Inc. accepts no 
responsibility whatsoever for the content or legality of the report. Opus Research, Inc. disclaims all warranties as to the accuracy, 
completeness or adequacy of such information. Further, Opus Research, Inc. shall have no liability for errors, omissions or inad-
equacies in the information contained herein or interpretations thereof. The opinions expressed herein may not necessarily coincide 
with the opinions and viewpoints of Opus Research, Inc. and are subject to change without notice. 
Published  201  © Opus Research, Inc. All rights reserved.

Best Practices for Voice Biometrics in the Enterprise:


