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~712-million smartphones

g

No wonder Android is
—  the primary target of
mobile threats...
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~135-million babies
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Cross-Channel Mobile Malware

Web Inject 1

As a result of unauthorized access to customers’ personal information transmitted over the
networks of mobile operators, [Redacted-RSA] bank in cooperation with the company's Premium

Mobile Security suite, is now offering a program to strengthen the security of your personal
information to complete payment transactions and other activities with your bank account. More
than 15 million customers of banks and financial institutions around the world already use this
system to protect their mobile access.

To encode and protect information transmitted to your mobile phone, install the free software
linked below.

Please choose the operating system that runs on your mobile phone:
O Android (Samsung, HTC,...)

0O i0S (iPhone)

O BlackBerry

O Symbian (Nokia)

O Other

Current mobile phone number: [ ]
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Web Inject 2

An SMS text message with a link to download the Android Premium Security Suite has
been sent to the phone number indicated.

Please follow the link in the message and start the application installation process.

If you have not received the message, enter the following address into the address bar of your
mobile browser:

hxxp://[Redacted — RSA].net/androidversion2.apk

Upon the program’s initial run, please enter the activation code appearing on the screen.

Activation Code: | |

Digital Signature: | |
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O Android Security Sui... O Android Security Sui... O Android Security Sui...

Do you want to install this
application?

Do you want to install this

Installing...
application? :

Allow this application to:

e Your messages
edit SMS or MMS, read SMS or
MMS, receive SMS

Network communication
full Internet access

Storage

modify/delete SD card contents

Phone calls

money
send SMS messages

System tools

change network connectivity,
change Wi-Fi state, change
your Ul settings, disable
keylock, display system-level
alerts, modify global system
settings, prevent phone from
sleeping, reorder running
applications

intercept outgoing calls, read
phone state and identity

) Hide
Services that cost you

moneyv

Cancel MSE Cancel Install
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31 @ 12:06

O Android Security Sui...

v/ Application installed

RS/ |
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They're in the App Stores, too




So what does this mean?

« Assume user devices have been
compromised

« Implement best practices to secure
data on or accessed by the device

« Enforce strong authentication to
verify user’s true identity
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Challenges of Mobile Authentication

User Experience a Authentication must Policies based on

top priority be convenient risk and sensitivity
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> Biometrics

Analysis
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Biometric Methods For Mobile

Researched 30+ biometric solutions Validated & Filtered Evaluated methods
[ ] o [ ]

AVARILABLE
FOR MOBILE

MATURE
TECHNOLOGY

ENABLES STEP
UP
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Integrations
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The Future Is Now

Q.

Unlock Access Across Multiple Channels
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