ICE

Landscape and Dev
Biometrics
Senior Systems Engineer — Fraud and Risk Intelligence

Sean Taylor

Mobile Threat
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Stealers
14%

Citadel
20%
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~15-20%

SAMSUNG

~65-70% market

> “Walled garden”
* i0OS 7 since Oct 1

l * ~90% adoption

© Copyright 2014 EMC Corporation. All rights reserved.

* Open source

* Kit Kat (4.4) since
Oct 13

* ~20% adoption
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Do you want to install this application? It will get access
to:

PRIVACY

(. directly call phone numbers
© this may cost you money
read phone status and identity

a edit your text messages (SMS or MMS)
read your text messages (SMS or MMS)
receive text messages (SMS)

send SMS messages
© this may cost you money

record audio

¢
3-9.3 read call log

read your contacts

g}! modify or delete the contents of your USB storage

© Copyright 2014 EMC Corporation. All rights reserved. 6




I Project ID: 555 (11 phones, user) j Color scheme: Yellow j Manage users and projects Oct 06, 2014 09:26:59 lﬂ User: admin

a : azl noreln el 4o arl o nore |

| Project ID: | 555 (11 phones, user) -| Color scheme: | Yellow -| Manage users and projects Oct 06, 2014 09:30:21 #3 User: admin

| Selected phone: 107 Last command: call list (send) Send time: 02-10-2014 09:18:31 Status: SMS ON | Call OFF | Rec OFF | Admin ON ‘ Rec call OFF‘

@ Number IMEI 1ccip Code Info General Info | Intercepted SMS List | All SMS List | All Call List | ContactlLi Analise | Sounds List | Application List | Pictures List | Code History |

Show all phone | Show favorites only
3% Refresh Status Bar

| =[]~
B 2=

RSA




Add new card

Enter your credit card you want to us
Wallet

RSA




Ml wa 7:46

TETTaaTy T o o
a;

= TS O reg ot
law may be interpreted

W
unintended (if you had no incidents before) and no
arraignment will follow. However, it is a matter of whether you have paid the fine to the

Treasury (to the effect of initiatives aimed at protection of cyberspace),
Mandiant U.S.A. Cyber Security

FBI. Department of Defense

U.S.A. Cyber Crime Center of 48 hours as of the breach. On expiration of

ed for automatic collection of data on yourself
and your misconduct, and criminal case will be opened against you.

Amount of fine is 300S. You can settle the fine with
Country: United States

Regi
City: As soon as the money arrives to the Treasury account, your phone will be unblocked
and all information will be decrypted in course of 24 hours

MoneyPak xpress Packet voucher

Then in 7 day term you should remedy the breaches as ted with your phone
ATTENTION! Otherwise, your phone will be blocked up and criminal case will be opened again:
Your phone has been blocked up for safety reasons listed youself (with no option to pay fine)
below.
All the actions performed on this phone are fixed. Please mind, that you should enter only verified pa
All your files are encrypted caching out of vouchers once used for fine payment. If erroneous pa
CONDUCTED AUDIO AND VIDEO. or if attempt was made to cancel vouchers after transaction, then, apart from above
breaches, you will be charged with fraud (Article 377 of United States of America
minal law; 1 to 3 years of imprisonment) and criminal case will be opened.

You are accused of viewing/storage and/or dissemination of banned pornography
(child pornography/zoophilia/rape etc). You have violated World Declaration on non

proliferation of child pomography. You are accused of committing the crime @ MoneyPak

envisaged by Article 161 of United States of America criminal law.

Voucher NO/PIN Value
Article 161 of United States of America criminal law provides for the punishment of

deprivation of liberty for terms from 5 to 11 years o

Also, you are suspected of violation of "Copyright and Related rights Law
(downloading of pirated music, video, warez) and of use and/or dissemination of
pyrighted content. Thus, you are suspected of violation of Art 148 of United

States of America criminal law How do | unblock the phone using the MoneyPak?

1. Find a retail location near you

2. Look for a MoneyPak in the prepaid section. Take it to the cashier and load it with

cash

3. To pay fine you should enter the digits MoneyPak resulting pass in the payment form
ay MoneyPak

Article 148 of United States of America criminal law provides for the punishment of
deprivation of liberty for terms from 3 to 7 years or 150 to 550 basic amounts fine.

It was from your phone, that unauthorized ac had been stolen to information of
State importance and to data closed for public Internet ac:

Unauthorized access could have been arranged by yourself purposely on mercenary

Source: http://malware.dontneedcoffee.com/2014/05/police-locker-available-for-your.html



FEDPOL_BundeskriminatPolizel
(por dinationsselle zur Bekampfunt
der internet Kriminalitat (KOBIK)

ATTENTION! ATTE - 1 wordt geblokkeerd WARNUNG! Zugang von Ihrem Telefon wurde vorlaufig aus der
Votre téléphone est bloqué pour des raisons de sécurité veiligheidsoverwegingen wegens de h 1 unten aufgelisteten Griinden gesperrt

suivant Alle Tatigkeiten, die auf diesem Telefon durchgefihrt werden,
les opérations eff & partir de ce téléphone, sont Alle o > . werden fixiert
ent Alle hre Dateien sind

Tous vos fichier

PCeU < - o " %
. ose POLIISIHALLITUKSEN

. Konink edertar Keskusrikospoliisi

W Sarions Ovgnnisad Crime Apsnevii . Poliisin Tekniikkakeskus

METROPOLITAN BRITISH POLICE

HUOMIO! ’ - - DIKKA
afety reasons listed elin on lukittu turvallisuuden vuoksi allamainittujen syiden Telefon girvenlik hususunda asagidaki nedenlerle bloke edilmis
Bu telefon yapilan tim
e are fixe Kaikki tssa puhelin tyhdyt toiminnat on merkitty Tiam dosyalanr

Kaikki Teidan tiedostonne on kirjoitettu salakielisena

Source: http://malware.dontneedcoffee.com/2014/05/police-locker-available-for-vour.html



« Step up authentication for mobile application
— Enhanced Biometric Authentication
— Behaviometrics
« 3DS/Securecode
— Joining MasterCard effort to redefine 3DS protocol for mobile
— Support RSA 3DS platform
— Allow mobile app transaction to go through 3DS protocol

— Sell through development platforms: Shopify and more mobile app
builders

© Copyright 2014 EMC Corporation. All rights reserved. 11



nhance mobile security by adding a actor
— “Something you are”

| you know"”’
o

Username, password . L n .
Device fingerprints + location

© Copyright 2014 EMC Corporation. All rights reserved.



- Biometric and Behaviometric knowledge to authenticate a user to a mobile app
without needing a username and password.

— Improving usability
—_— I ncreaSi ng Secu rity w1 Vodafone... st:.’vs:(:s PM syaﬂ,;*@ w__Vodafone... 3<‘:‘~5;<:5 PM T
O O

Manage and track your accounts on the go.

Il 3

Welcome to Commercial Bank.
Manage and track your accounts on the go.

Il s

Additions-Pers OD...

Not registered yet? Register now
Register

Bl zlx]clv]a]nimiEl)
= o P

RSA




- MIT demo app for Android was configured to collect typing time latencies
during login
— Digraphs: time between each letter
— Trigraphs: time between every other letter
- Data collection
— Employees were selected to type a random generated credentials
* Username: 34cJ817X; PW: x5651DA9
— ~50 times each over a day or two

© Copyright 2014 EMC Corporation. All rights reserved. 14



Genuine users can be distinguished from impostors
Average equal error rate: ~20%

RSA




THANK YOU

] sean.taylor2@rsa.com in uk.linkedin.com/in/staylorl w @snejsecurity
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