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We Don’t Have a Password Problem …. 
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WORLD’S POPULATION
7.3B
INTERNET USERS
3.4B

DIGITAL IDENTITIES 
60B

…. We Have a Digital Identity Explosion
Identity is THE Most Consequential Attack Vector

OF WEB APP 
ATTACKS USED 

STOLEN 
CREDENTIALS*

*Verizon Data Breach Investigations Report 2015
* IDC

95%
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Think Like a Cybercriminal ………

“Forgot my password” link Good thing most companies don’t 
validate accounts…

Next-day shipping My shipping mule will have it before your 
fraud team knows its gone

Express wire transfers I’ll cash out before your customer calls 
about a weird transaction

$10 for new accounts promotion One sounds good - 6,000 sounds great

Services for Customers Opportunity for Criminals

Account locks after 5 failed logins Good luck making money when I lock all 
your user accounts

View account aggregation statement 
online Thanks for identity theft one-stop-shop!
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Think Like a Cybercriminal ………
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74%
of security professionals 
can’t tell the difference 
between a customer or 

criminal - Can You?
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Identity Islands
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Islands of Identity are Complicating the Problem

Cloud/
SaaS

Web

Mobile

Mobile

CAN LEAD TO

On-
premise

MANAGED WITH
• Multiple Products
• Different personnel
• Different policies 
• Different infrastructure

• Rogue Access
• Shadow IT
• Lack of visibility
• Vulnerability 
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Adaptive Identity Assurance

Static

Single Factor

Rules-based

Intermittent

Dynamic

Infinite Factor

Risk-based and 
Contextual
Continuous
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Identity Assurance Requires “Infinite Factor”

Channel Information

Behavior Profile

IP information

Internal threats

Device profile

Active Input from user

LOG IN

User name
Password

, 
log data, 

organizational roles and 
privileges, etc

, 
geo IP location, etc

transaction information, number 
of days after last login or 

password change click stream 
patterns, etc History, Browser

and machine  information, 
digital certificate, etc

, 
IP Blacklists, etc

, 
wireless access points, 

GPS location, etc

,
username, password, biometric,

security questions, token, 
out of band phone/email/SMS

Fraud Intelligence
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Sign-in

Homepage
My Account

Product Page

Add to Cart

Payment Method

Delivery Address

Checkout

My Orders

Order Status

Contextual and Continuous Authentication 

Continuous 
Authentication

Visibility
and Context

Risk-Based 
Analytics

Intelligence
Sharing
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Angel Grant, CISSP
Director, Fraud and Risk Intelligence 
RSA, The Security Division of EMC
@Angelsgrant
@RSAFraud

Islands of Verified Attributes 


