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LAYERED AUTHENTICATION: 
NEXT-GENERATION MFA FOR A CUSTOMER-CENTERED WORLD
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1. Understand the risks better 

H O W  T O  I M P R O V E  I T  A L L
W I T H  B E T T E R  S E C U R I T Y  A N D  B E T T E R  E X P E R I E N C E



7

1. Understand the risks better 

2. Understand the context better

H O W  T O  I M P R O V E  I T  A L L
W I T H  B E T T E R  S E C U R I T Y  A N D  B E T T E R  E X P E R I E N C E



8

1. Understand the risks better 

2. Understand the context better

3. Adapt as risk and context change

H O W  T O  I M P R O V E  I T  A L L
W I T H  B E T T E R  S E C U R I T Y  A N D  B E T T E R  E X P E R I E N C E



9

1. Understand the risks better 

2. Understand the context better

3. Adapt as risk and context change

4. Have the tools to adapt to those changes

H O W  T O  I M P R O V E  I T  A L L
W I T H  B E T T E R  S E C U R I T Y  A N D  B E T T E R  E X P E R I E N C E



10

1. Understand the risks better 

2. Understand the context better

3. Adapt as risk and context change

4. Have the tools to adapt to those changes

H O W  T O  I M P R O V E  I T  A L L
W I T H  B E T T E R  S E C U R I T Y  A N D  B E T T E R  E X P E R I E N C E



11



12

I O V A T I O N  S O L U T I O N S
S E P T  7  2 0 1 6
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n Device-based 
authentication

n Any platform / OS

n Risk and context 

n Fuzzy matching 
technology

n Machine scoring

n Multifactor authenticator

n Different authentication  
methods to choose from

n Off the shelf, white 
label, or integrated 

n Decentralized  

n Real-time authorization

I O V A T I O N  S O L U T I O N S
S E P T  7  2 0 1 6

Fraud
Prevention Suite

Stop online fraud and abuse in real-time
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Dynamic
Authentication Suite

Multi-factor security with exceptional user experience

Customer 
Authentication 

LaunchKey 
MFA

Fraud 
Prevention

Trust 
Score

E N D - T O - E N D  L A Y E R E D  A U T H E N T I C A T I O N
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DEVICE-BASED AUTHENTICATION
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EVASION

IP ADDRESS

JAILBROKENGEOLOCATION

SECURITY RISK

ASSOCIATIONS
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DEVICE-BASED AUTHENTICATION
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DEVICE-BASED AUTHENTICATION

MULTIFACTOR 
AUTHENTICATION



19



20

DEVICE-BASED AUTHENTICATION

MULTIFACTOR 
AUTHENTICATION
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AUTHORIZATION

DEVICE-BASED AUTHENTICATION

MULTIFACTOR 
AUTHENTICATION
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First-Party
Authorization

Multi-Party
Authorization

A U T H O R I Z E  T R A N S A C T I O N S

OR



24

CUSTOMER AUTHENTICATION 
SERVICE

LAUNCHKEY MFA 
SOLUTION

LAUNCHKEY MFA
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LOGIN
CHANGE

ACCOUNT DETAILS
CHECK ACCOUNT

BALANCES

FUND TRANSFER

LOAN OR
ACCOUNT CREATION

DEPOSITMAKE PAYMENTS

CUSTOMER AUTHENTICATION 
SERVICE

LAUNCHKEY MFA
SOLUTIONE N D - T O - E N D  L A Y E R E D  A U T H E N T I C A T I O N

IOVATION
FRAUD PREVENTION

ONE OF THE WORLD’S LARGEST CARD ISSUERS
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T A K E A W A Y S
F O R  F R A U D  T E A M S ,  S E C U R I T Y  T E A M S ,  A N D  U S E R  E X P E R I E N C E  T E A M S  

USER EXPERIENCE

n The pendulum has 
swung into your court 

n In “Internet 3.0” 
you’re the fulcrum 
between the fraud 
team, security and 
customer experience

n Set the standards 
(see Adobe Best of 
the Best)

SECURITY

n Think “beyond the 
enterprise” – out 
where the customers 
live and move

n Leverage the tools 
and experience of the 
fraud team

n User experience 
really matters (see 
Amazon.com) 

FRAUD

n “Fraud happens when 
authentication fails.”

n Better authentication 
means fewer shots for 
fraudsters

n Your experience is 
the backbone of an 
end-to-end layered  
authentication 
strategy



Q&A
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