:

<
>
<

>
K
>

=
K
<>
K

Best Practices for Voice Biometrics

N the Enterprise:

Simple Secure Authentication across Mobile, IVR, and Contact Centers

»

i opusresearch Report




:: opusresearch RepPOIt »

Best Practices for Voice Biometrics in the Enterprise:
>>

Lower costs, happier customers, and faster authentication are just a few of
the benefits of voice biometrics authentication that over 150 enterprises have

discovered after successful deployments.

»

March 2015
Dan Miller, Senior Analyst, Opus Research

Opus Research, Inc.

350 Brannan St., Suite 340
San Francisco, CA 94107
www.opusresearch.net

Published March 2015 © Opus Research, Inc. All rights reserved.

i opusresearch



Best Practices for Voice Biometrics in the Enterprise:

» lable of Contents

Introduction: Learnings from Hundreds of Implementations. . . . . . . . . . 4
Getting Started: Playing the Inside Game . 4
Allow Sufficient Time for Tuning. e 5
Choose Proper Performance Metrics and Achievable Goals . 6
Better Yet, Work Toward Measurable Business Outcomes 6

Successful Enrollments At Large Scale . . . . . .

Pilot if Necessary, but Keep it Short Sweet and Relevant.
Choose an Appropriate and Effective Passphrase .

Promotion, Education and Market Conditioning . 8
Establish a Communications and Education Strategy . 8
“Opt Out, But Value the Customer’s Time and Convenience” 8
Supporting Media to Managing Customer Expectations . 9
Establishing Ground Truth 9

“Passive Enroliment” is Different, And Growing in Popularity. . . . . . . . . . 10
Capturing 40 Secondsof Speech . . . . . . . . . . . . . . . . . .10
Obtaining “Informed Consent” . . . . . . . . . . . . . . . . . . .10

A Checklist for the Future: Keep it Simple, But Risk Aware . . . . . . . . . . 10
Mix Voice with Other Factors, Including Other Biometrics . . . . . . . . . . 11
Next Up: AMovetoTheCloud . . . . . . . . . . . . . . . . . . . M
Finally, Accommodating a “Mobile-First” Strategy . . . . . . . . . . . . . 12

For more information about receiving this free report, contact:
Pete Headrick

pheadrick@opusresearch.net
+1-415-904-7666

i opus 3



Best Practices for Voice Biometrics in the Enterprise:

About Opus Research

Opus Research is a diversified advisory and analysis firm providing critical insight on
software and services that support multimodal customer care. Opus Research is focused
on “Conversational Commerce,” the merging of intelligent assistant technologies, contact
center automation, voice security and authentication, indoor location, enterprise
collaboration and mobile commerce. www.opusresearch.net

For sales inquires please e-mail info@opusresearch.net or call +1 (415) 904-7666.

This report shall be used solely for internal information purposes. Reproduction of this report without prior written permission is
forbidden. Access to this report is limited to the license terms agreed to originally and any changes must be agreed upon in writing.
The information contained herein has been obtained from sources believe to be reliable. However, Opus Research, Inc. accepts no
responsibility whatsoever for the content or legality of the report. Opus Research, Inc. disclaims all warranties as to the accuracy,
completeness or adequacy of such information. Further, Opus Research, Inc. shall have no liability for errors, omissions or inad-
equacies in the information contained herein or interpretations thereof. The opinions expressed herein may not necessarily coincide
with the opinions and viewpoints of Opus Research, Inc. and are subject to change without notice.

Published January 2015 © Opus Research, Inc. All rights reserved.

i opusresearch 13



